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Agenda

+» Healthcare Critical Business Issues
** Review of Regulation

¢ Building a Compliance Strategy & Suggested ITPP
Steps
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Healthcare Critical Business Issues

s Verify patient-provided
information

Patient follow-up Medical ID Theft Issues
JPatient accounting

+» Reduce medical ID theft Medical Errors
: from Wrong
%$468M estimated cost Blood Typs,
3% of identity theft victims . Allergies, Etc.

Patient safety considerations

- ST | Uncollectible Maxed Out
s Improve operational efficiencies | - -
dRed Flags compliance Benefits

JReducing manual reviews
dClean MPI

Building an Electronic Medical Banking Community
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Survey: Patient Safety Primary Concern

“* What is your biggest identity theft concern?
dMedical safety 95%
dUncollectible patient debt 29%
dOperational inefficiencies 10%

JPatient dissatisfaction 7%

Source: TransUnion webinar, 12/12/08, n=42

Building an Electronic Medical Banking Community
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Operational Challenges

What external What new
identity verification processes will |
tools can | use? need?

What should | do if
| suspect identity
theft?

How do | train my
staff?

How do | manage
the program
across front and
back-end
processes?

What gaps exist in
my current
verification

process?

Building an Electronic Medical Banking Community
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Common Healthcare Identity Red Flags

5.6% of patients had at least one Red Flag alert across 389,000
households.

SSN Used in Death Benefit
Initial Fraud Alert on File

Address Misused

Address Used in True Name or Credit
Fraud

Suspicious Address (POB#)

SSN Not Issued by Social Security
Admin.

0 1,000 2,000 3,000 4,000 5,000

Instances 12/08
10
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Red Flag Regulations

¢ Proposed by financial regulatory bodies and the FTC

¢ ‘Final rule’ addendum to FACT Act, modifies sections 114,
315
** Released on October 16, 2007; applies to:

L All “users™ of consumer reports (address discrepancy
requirements)

[ Financial institutions and “creditors” (identity theft
prevention program requirements)

** Supplement including 26 examples of red flags

Building an Electronic Medical Banking Community
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Compliance

» Effective date for regulations was November 1, 2008

 However, the FTC has delayed enforcement of the identity
theft prevention program requirements until May 1, 2009

[ Delayed enforcement does not apply to address
discrepancy requirements

*» Penalties for non-compliance or incomplete program

A Potential $2,500 fine per incident up to $11,000 per day per
provider for non-compliance

Building an Electronic Medical Banking Community
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Components of Red Flag Regulations
The two most relevant components for healthcare providers are:

¢ Ildentity Theft Prevention Program

1 Requires financial institutions and “creditors” to develop and
maintain a comprehensive identity theft prevention program

O A healthcare provider that provides a product or service for which
the recipient pays later is considered a “creditor”

O Program should detect and prevent identity theft in connection with
the opening or maintenance of a “covered account”

¢ Address Discrepancies
L Applies to any “user” and “reporter” of consumer reports

O Must develop reasonable procedures to respond to notices of
address discrepancies from a consumer reporting agency

Building an Electronic Medical Banking Community
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What is a Covered Account?

*» An account where delayed or multiple payments are
allowed by a creditor with regards to personal purchases

d Credit card accounts, mortgage loans, utility accounts

*» Any other account with a creditor where there is
reasonably foreseeable risk of identity theft

** If you meet the definition of a creditor, it is likely that you
maintain the type of covered accounts for which the
requirements are directed

Building an Electronic Medical Banking Community
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Potential Red Flags for Healthcare Providers

The regulations include 26 illustrative examples of Red Flags
assoclated with potential identity theft. Additional red flags may

be present depending on the facility’s operations and should be
identified by a Risk Assessment.

Patient Registration Patient Billing Accounts

(Customer Acquisition) (Customer Management)

» Alerts from a consumer * Unusual use or suspicious
reporting agency activity

« Suspicious documentation * Notice from consumers or

« Suspicious PII (personally others

identifiable information) or PHI

Building an Electronic Medical Banking Community
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ldentity Theft Prevention Program

Step 1 Step 2 Step 3 Step 4
ldentify Detect espon Evaluate

|Identify Red Detect Red Evaluate the

Flags Flags program

l

\/

J/

*

/

/

*

’0

4

4

Chose Red Flags that make sense in your environment

|dentify departments that interact with individuals with
covered accounts

* Determine types of information gathered and how it is verified

Building an Electronic Medical Banking Community
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ldentity Theft Prevention Program

Step 1 Step 2 Step 3 Step 4
ldentify Detect espon Evaluate

|Identify Red Detect Red Evaluate the
Flags Flags program

|

“+ Develop procedures to detect Red Flags during life of
account — pre-registration, registration, financial counseling,
billing and collections

* Implement identity verification at every step

*» Incorporate automated solutions to verify and authenticate
identity information such as name, address and SSN

Building an Electronic Medical Banking Community
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Use automated identity verification tools

File Summary

&l File Search Results £l File Details

GUARAHNTOR™ JOHN Q. PUBLIC
08/21/2008 11:56 AM

ADDITIOHAL (not applicatble)

APPLICANTS

CHILDREH

TOTAL CHARGES $897.00

CREDIT AVAILABLE $0.00

MESSAGES

B 4 There are warnings associated with JOHN Q. PUBLIC's Personal Information

2 @ There are Credit Alerts associated with JOHN Q. PUBLIC's Financial Information
Cﬂ @ There are Red Flag Alerts associated with JOHN Q. PUBLIC's Financial Informatio

* Date and Time stamp indicates financial assessment accessed.

204

Guarantor: JOHN Q. PUBLIC

q o ““ Red Flag ™ SSN is not issued by social security administration)

o Initial fraud alert on file

Demographics (Input) Demographics (Returned) Financial Information
Name JOHM Q. PUBLIC ¢ Name JOHM QL PLIBLIC H View TransUnion Report
et ittt Aan. b b in o Sk AR e o S ek e e nifif -2 —— - *M'w‘ﬂ-&#*.w- o ik
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|dentity Theft Prevention Program

Step 1 Step 2 Step 3 Step 4
ldentify Detect espon Evaluate

|Identify Red Detect Red Evaluate the
Flags Flags program

Responses will vary depending on risk of triggered Red Flag

Train staff in policies, procedures and responses to ensure
consistent patient experience

Develop procedures for triggered Red Flag accounts for
exception handling

Building an Electronic Medical Banking Community
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Train Staff with Appropriate Exception Handling

FO”OW up GUARANTOR® Gladys Abbott MESSAGES
. 12/08/2008 04:02 PM B 4 There are warnings associated with Gladys Abbott's Personal Information
reC{UIred by :EE:Q’:*_L {not applicable) © There are Credit Alerts associated with Gladys Abhott's Financial Information
Staﬂ: L DREN El O There are notes associated with this file
TOTAL CHARGES £0.00
CREDIT AVAILABLE  $0.00

* Date and Time stamp indicates financial assessment accessed.

E XS Guarantor: Gladys Abbott

Specific Red
S8MN issued: 1967-1968; state:IL; (est. Age obtained: +00 to xx)
Flag Alert g
. “*Red Flag Alert™*8SN has been used 084 times in the last 20 Days on different inquiries
regarding SSN | L

Demographics (Input) Demographics (Returned) Financial Information
Name Gladys Abbott Name & GLADYS L ABBOTT B View TransUnion Report
Social Security 332-46-0391 Social Secunity 332-46-0391 TransUnion New G622
AlertS that Humber Humber Account Score
Date-af Birth 05/231867 Date of Birth TransUnion
name and Recovery Score
Felephone Telephone
dd d Last Updated 12/08/2008
aaaress do Address 1300 EAGLECREST Address & 850 LAKE SHORE
LEMONT, IL 50432 CHICAGO, IL 60611 ] ) )
not matCh » Update Financjalnformation
\WMM F P WM
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ldentity Theft Prevention Program

Step 1 Step 2 Step 3 Step 4
ldentify Detect espon Evaluate

|Identify Red Detect Red Evaluate the
Flags Flags program

l

*» Periodically evaluate for effectiveness and modify as needed

¢ Track down known incidents of identity theft that occurred
despite the program and monitor trends

*» Use data to make meaningful modifications over time

Building an Electronic Medical Banking Community
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Administrative Requirements

Executive Oversight and Approval
O Approved by executive management

3'd Party Vendors or board of directors
[ Demonstrates commitment
Staff Training U Ensures accountability

Staff Training

 Establish process to provide training
for relevant staff members

O Include training upon hiring, refresher
training and training on new policies
or procedures when program is
updated

3rd Party Vendors

O Review relationships

O Where necessary, make sure vendors
are contractually bound to take similar
measures to prevent identity theft

Executive Oversight
and Approval

24
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Thank Youl!

“* Nancy Vickroy
Director, Healthcare Product Development & Management
TransUnion, LLC

nvickro@transunion.com
(312) 985-3831

Building an Electronic Medical Banking Community
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Red Flag Examples: Alerts

Exampl fUn |
Red Flag Sample Alerts ?Dataeer?l C,)AcltJivlthflua Suggested ITPP* Steps
* Red Flag: A fraud or * An account was closed for < Use external
active duty alert is cause or identified for verification and
included with patient. abuse of account validation tools that
« A consumer reporting _prlv_lleg_es by a flggnmal hlg_r:cl_lghfc alerts,
agency provides notice of institution or creditor. noti |_cat|ons or
Al a credit freeze in response ¢ Recent and significant warnings.
er_t_s, ) to a request for a increase in the volume of » Use analytic logic that
Nowlcat_lons, consumer report. inquiries. compares key indicative
or Warnings i ion li
from a g * A consumer reporting * An unusual number of |nformat|orcwj_llke n_fhme
Consumer agency provides a notice recently established credit ngeSpoang Wi 4 bh
Reporting of address discrepancy. relationships. 2umr§:f’ and phone
Agency * A consumer report * A material change in the use . : :
indicates a pattern of of credit, especially with Tralnl§taff with fscr|pt§ for
activity that is inconsistent respect to recently re—(\j/g |dat|:1|g N oLmatlon
with the history and usual established credit gr Iscreetly marking
pattern of activity for an relationships. Iscrepancies.
applicant or consumer.
*ITPP: Identity Theft Prevention Program 27
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Red Flag Examples: Suspicious Documents

Red Flag

Type Sample Red Flags Examples Suggested ITPP* Steps
* Documents provided for » Photocopies of * When photographs and
identification appear altered. @ documents. physical descriptions are

not consistent, the

* The photograph or physical * Hologram or other indicati
description on the identification = document stamp consum%rc;n JeElivies d
is not consistent with the missing. énhaor?lz,) 2horuelilst’)es\8/§r,iﬁg d
appearance of the applicant. -, gignatyre does not against external sources.
* Other information on the match patient file. Vi e seifeiE Wit
N |d$rr11ttl:]|cat|otp |stnot c%nsdlstent « Physically altered external sources by
Suspicious m‘orm:tizi ient-provide documents. checking the information
Documents ' provided by a patient or
* Other information on the guarantor.

identification is not consistent
with information on file with the
financial institution or creditor,
such as a signature card.

* When information provided
is not consistent, or when
fraud is otherwise
suspected, staff should

* An application appears altered follow protocol for flagging
or forged, or having been file.

destroyed and reassembled.

*ITPP: Identity Theft Prevention Program 28
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Red Flag Examples:

Suspicious Personal Identifying Information (Pll)

Suspicious Personal
Identifying Information
(PN

* Information provided is
inconsistent with external
information sources.

¢ Inconsistencies with
personal identifying
information provided by the
consumer, such as SSN
does not match name.

* Information provided is
associated with known
fraudulent activity as
indicated by internal or third-
party sources.

* The SSN provided matches
SSN of another patient or
person opening an account.

Red Flag

Suspicious
Personal
Identifying
Information

Examples

* The SSN has not been
iIssued, or is listed on
the Social Security
Administration’s Death
Master File.

» The address does not
match any address in the
consumer report.

e The address on an
application is fictitious, a
mail drop or a prison.

* The phone number is
invalid, or is associated
with a pager or answering
service.

Suggested ITPP* Steps

» Check SSN for issuance or
use in a death benefit.

» Use matching logic for
comparing name, address,
phone number, SSN, etc.
against external data bases.

» Use external data to check if
patient’s identity information
has been flagged for known
fraud activity, such as a
consumer statement or
credit freeze.

» Use address validation tools
to examine if address is a
valid residential address
versus a mail drop, prison or
business.

*ITPP: Identity Theft Prevention Program

29
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Red Flag Examples: Suspicious Personal Identifying
Information (continued)

Red Flag SUSp'C'?:% rPrﬁZioor;la:Fl)cliI()entlfymg Examples Suggested ITPP* Steps

* The address or telephone number < The address or » Use external data sources
provided is the same or similar to  phone number on that provide fraud
the address or telephone number  an application is messages when an
submitted by an unusually large the same as the address, SSN or phone
number of other persons opening address provided number has been
accounts. on a fraudulent associated with a known

« The person opening the covered application. case of fraud.
account fails to provide all required e« There is a lack of » Check patient provided phone

Suspicious  personal identifying information on correlation between data for suspicious numbers

Personal an application. the SSN range and such as paging or answering

Identifying ¢ Information provided is not date of birth. services.

Information  consistent with personal identifying * Train staff to follow your
information that is on file with the policy to complete all identity
provider. fields.

* For providers that use challenge » Use knowledge-based
questions, the person opening the authentication tools if patients
covered account cannot provide can access patient file
authenticating information beyond information via a kiosk or
what is available from a wallet or other tools such as web-
patient file. based scheduling, PHRs, etc.

*ITPP: Identity Theft Prevention Program 30
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Red Flag Examples: Suspicious Activity

Red Flag Suspicious Activity Examples Suggested ITPP* Steps
» Shortly following notice of change of < Patient fails to make * Re-verify address and
address for a covered account, the first payment or makes other patient data at
provider receives a request for new initial payment but no every patient visit;
or replacement cards, or addition of  subsequent payments. check against external
other family members. « Anomalous usage datq sources
« A new revolving credit account (if typically follows some periodically throughout
applicable) is used in a manner form of account change ~ Févenue cycle.
Unusual commonly associated with known (change of address, « Leverage external data
Use of, or patterns of fraud. new requests). sources for validation of
SUSPICIOUS | A covered account that has been  « A covered account is new consumer address
Activity inactive for a reasonably lengthy used in a manner details to identify high-risk
Related to,  perjod of time is used. inconsistent with consumer attributes.
the Covered | Mail is returned as undeliverable  established patterns of
Account although transactions continue activity (i.e.
to occur on covered account. nonpayment when there
Notification that th _ ; is no history of late or
* Notification that the consumer is not  icc04 payments.)
receiving paper account _
statements. » Excessive number of
e . patients provide
. Not|f|cat|on of u_nauthorlzed charges e ——
in connection with covered account.
*ITPP: Identity Theft Prevention Program 31
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Red Flag Examples: Identity Theft Notices

Red Flag

Notice from
Consumers, Victims
of Identity Theft,
Law Enforcement
Authorities, or
Other Persons
Regarding Possible
Identity Theft in
Connection with
Covered Accounts
Held by the
Provider

Sample Notices

* Notification by a

consumer, a victim of
identity theft, a law
enforcement authority
or any other person
that it has opened a
fraudulent account for
a person engaged in
identity theft.

Examples Suggested ITPP* Steps

* Victim and fraudulent
consumer information
are reported to
consumer reporting
agency and the
associated data are
loaded into negative
files.

 Credit freezes placed by
patient on their consumer
report.

e Consumer statement
reporting identity theft
on consumer report.

* Third-party alerts indicate
whether application or
account information is
associated with fraud.

*ITPP: Identity Theft Prevention Program

32
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