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Building an Electronic Medical Banking Community
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Building an Electronic Medical Banking Community

Need

�Opportunity: $2.5 trillion annual expenditures 

� Still growing: 5.5% expected this year

� Banking industry has the right infrastructure

� Stimulus bill

�Electronic transaction incentives
�Greater non-compliance penalties
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Building an Electronic Medical Banking Community

With Great Rewards Come Great Risks

� New penalties

�Business associates now covered  
�Fines up to $1.5 million per occurrence -- previously it was 
$25,000

� New rights for private action

� Notification requirements for breaches 
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Building an Electronic Medical Banking Community

Accreditation Goals

� Self governing

� Pro-active vs. government mandated

� Address HIPAA 

� Support range of programs

� INSTILL PUBLIC TRUST
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Building an Electronic Medical Banking Community

Accreditation Value

� Provides independent assessment 

� Complements internal processes

� Identifies gaps

� Establishes competitive advantage 

� Responds to regulators

� Reduces corporate risk 
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Building an Electronic Medical Banking Community

Methods

� Access surveys through Internet

� Focus on reported controls

� Incorporate generally accepted standards

� Assess compliance using objective criteria
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Building an Electronic Medical Banking Community

Modules Cover Key Security Concerns

� Business Associates

� Business Continuity

� Compliance

� Computer Operations 

� Computer Operations Disaster 
Recovery

� Computer Room Physical Security 

� Database Management Systems

� Instant Messaging* 

� Internet Application Hosting

� IT Service Providers-(ASPs)

� Laptop 

� Network perimeter and firewalls 

� New Employees

� Office Email & Internet Use

� Operating Systems

� Personal Device Assistants 
(PDAs)

� Physical Safeguards 

� Remote or Telecommuter

� Security Management and 
Administration

� Server Room 

� Termination Procedures

� Vendor System Access

� Wireless Network Security

� Workstation Security
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Building an Electronic Medical Banking Community

Users Complete On-Line Surveys
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Building an Electronic Medical Banking Community

Simple ‘Yes’ or ‘No’ Answers
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Building an Electronic Medical Banking Community

Explain ‘No’ Answers
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Potentially Accredited Services

� Electronic health data transactions

� Electronic medical records

� Lockbox programs

� Credit/debit card programs

� Account-based healthcare plans

� Plan enrollment reporting and management

� ERA/EFT programs

� Healthcare lending

� Print centers
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Building an Electronic Medical Banking Community

Pilot: BNY Mellon

� Lockbox services

� HIPAA security compliance
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The Pilot Experience

� 1 ½ days

� 30 minute window maximum per module

� Central meeting room with internet connection 

�WebEx for remote participants

�Milliman facilitator onsite 

� BNYM ARC member resource in each session 
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Building an Electronic Medical Banking Community

Implementation roll-out

� Phase I: 

�Security of sensitive information
�Regulatory compliance: HIPAA

� Phase II+:

�Compliance beyond security
�Operational benchmarks
�Control validation
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Next Steps

� Sign-up to indicate interest

� Select programs

� Determine internal process

� Complete formal application

� Undergo accreditation


